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Experiment No: 1

Problem Definition:Implementation of following spoofing assignments using C++ multi-core Programminga) IP Spoofingb) Web spoofing.
1.1 Prerequisite:IP Addressing, Spoofing
1.2 Learning Objective:1. To Understand how attacker Spoof IP Addresses2. To Understand how attacker URL and how Man in Middle Attack take Place.
1.3 Theory:

1.3.1 Introduction of IP Spoofing:IP spoofing is the creation of IP packets using somebody else’s IP source addresses.This technique is used for obvious reasons and is employed in several of the attacksdiscussed later. Examining the IP header, we can see that the first 12 bytes containvarious information about the packet. The next 8 bytes contains the source anddestination IP addresses. Using one of several tools, an attacker can easily modify theseaddresses – specifically the “source address” field. A common misconception is that IPspoofing can be used to hide our IP address while surfing the Internet, chatting online,sending e-mail, and so on. This is generally not true. Forging the source IP addresscauses the responses to be misdirected, meaning you cannot create a normal networkconnection.
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Fig 1. Normal Network TrafficValid source IP address, illustrates a typical interaction between a workstation with a validsource IP address requesting web pages and the web server executing the requests. Whenthe workstation requests a page from the web server the request contains both theworkstation’s IP address (i.e. source IP address 192.168.0.5) and the address of the webserver executing the request (i.e. destination IP address 10.0.0.23). The web server returnsthe web page using the source IP address specified in the request as the destination IPaddress (192.168.0.59) and its own IP address as the source IP address (10.0.0.23).

Network traffic with spoofed IP addressSpoofed source IP address illustrates the interaction between a workstation requestingweb pages using a spoofed source IP address and the web server executing the requests. Ifa spoofed source IP address (i.e. 172.16.0.6) is used by the workstation, the web serverexecuting the web page request will attempt to execute the request by sending informationto the IP address of what it believes to be the originating system (i.e. the workstation at172.16.0.6). The system at the spoofed IP address will receive unsolicited connectionattempts from the web server that it will simply discard.
1.3.2 IP Routing Mechanism and Problems
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The IP routing mechanism is hop by hop. Every IP packet is routed separately. The route ofa IP packet is decided by all the routers the packet goes through. IP address spoofing ispossible because routers only require inspection of the destination IP address in the packetto make routing decisions. The source IP address is not required by routers and an invalidsource IP address will not affect the delivery of packets. That address is only used by thedestination machine when it responds back to the source.
1.3.4 IP Address Spoofing

1.3.4.1 Asymmetric Routing (Splitting Routing)Asymmetric routing means traffic goes over different interfaces for directions in and out.In other words, asymmetric routing is when the response to a packet follows a differentpath from one host to another than the original packet did. The more correct and moregeneral answer is, for any source IP address ‚A’ and destination ‚B’, the path followed byany packet (request or response) from ‚A’ to ‚B’ is different than the path taken by apacket from ‚B’ to ‚A’.
Implementation Of Asymmetric RoutingModern operating systems allows us to receive packets from an input interface, differentfrom the output interface.In Linux, we can implement asymmetric routing using iptables (linux 2.4):
iptables –A POSTROUTING –t nat –j SNAT –to 192.168.0.5 –o eth0This means, for all the packets going out via eth0, their source IP address will be changed to192.168.0.5.We also have to „disable“ reverse path filtering:
echo “0” > /proc/sys/net/ipv4/conf/all/rp_filter

1.3.4.2 IP Address Spoofing Attacks

Blind IP Spoofing:Usually the attacker does not have access to the reply, abuse trust relationship betweenhosts. For example: Host C sends an IP packet with the address of some other host (Host A)as the source address to Host B. Attacked host (B) replies to the legitimate host (A).



Programming Laboratory-II Third Year Computer Engineering

SNJB’s Late Sau.KB Jain CoE , Chandwad

Fig. Progress of IP spoofing
Man-In-The-Middle AttacksIf an attacker controls a gateway that is in the delivery route, he can
 Sniff the traffic
 Intercept / block / delay traffic
 Modify traffic

Fig. Progress of a man-in-the-middle attackThis is not easy in the Internet because of hop-by-hop routing, unless you control one of thebackbone hosts or source routing is used. This can also be done combined with IP sourcerouting option. IP source routing is used to specify the route in the delivery of a packet,which is independent of the normal delivery mechanisms. If the traffic can be forcedthrough specific routes (=specific hosts), and if the reverse route is used to reply traffic, ahost on the route can easily impersonate another host.
Attacks Concerning the Routing ProtocolsA host can send spoofed RIP packets in order to “inject” routes into a host. This is easyto implement, it only requires IP/UDP spoofing. On a LAN with RIPv2 passwords have tobe used for updating routes, but plaintext passwords are used. The plaintext passwordscan be sniffed.
1.3.4.3 IP address spoofing attack with ICMPICMP is short for Internet Control Message Protocol, an extension to the Internet Protocol(IP) defined by RFC 792. ICMP supports packets containing error, control, andinformational messages. The PING command, for example, uses ICMP to test an internetconnection.
ICMP Echo Attacks:
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Map the hosts of a network: The attack sends ICMP echo datagram to all the hosts in asubnet, and then he collects the replies and determines which hosts are alive. Denial ofservice attack (SMURF attack): The attack sends spoofed (with victim‘s IP address) ICMPEcho Requests to subnets, the victim will get ICMP Echo Replies from every machine.
ICMP Redirect AttacksICMP redirect messages can be used to re-route traffic on specific routes or to a specifichost that is not a router at all. The ICMP redirect attack is very simple: just send a spoofedICMP redirect message that appears to come from the host‘s default gateway. For example:Host A sends a forged ICMP packet to host B, saying the route through A is a better way tointernet. The source IP address of this forged ICMP packet is the gateway’s IP address C.Then all the traffic from B to internet will go through A.
ICMP Destination Unreachable AttacksICMP destination unreachable message is used by gateways to state that the datagramcannot be delivered. It can be used to cut out nodes from the network. It is a denial ofservice attack (DOS).Example: An attacker injects many forged destination unreachable messages stating that100.100.100.100 is unreachable) into a subnet (e.g. 128.100.100.*). If someone from the128.100.100.* net tries to contact 100.100.100.100, he will immediately get an ICMP TimeExceeded from the attacker‘s host. For 128.100.100.* this means that there is no way tocontact 100.100.100.100, and therefore communication fails.
1.3.4.4 UDP attacksUDP is an unreliable transport layer protocol. It relies on IP, it is connectionless, and itschecksum is optional. Therefore, the delivery, integrity, non-duplication and ordering arenot guaranteed. It is easy to send a forged packet to the target. Compared with this, TCP isconnection oriented and the TCP connection setup sequence number is hard to predicated,so it is hard to insert forged packet into the TCP connection. Therefore UDP traffic is morevulnerable for IP spoofing than TCP.
1.3.4.5 TCP attacksAlthough it is hard to do IP spoofing on TCP, it is still can be realized on the specificoperating system. The attack aims at impersonating another host mostly during the TCPConnection establishment phase. For example:1) Node A trusts node B (e.g. login with no password)2) Node C wants to impersonate B with respect to A in opening a TCP connection
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3) C kills B (flooding, redirecting or crashing) firstly4) C sends A an TCP segment in a spoofed IP packet with B‘s address as the source IPAnd 11000 as the sequence number.5) A replies with a TCP SYN/ACK segment to B with 54002 as the sequence number.6) C does not receive the segment from A to B, but in order to finish the handshake ithas to send an ACK segment with 54002+1 as the acknowledge number to A. C has toGuess or predicate the value of 54002.

Progress of a TCP attack
Stopping IP address spoofing attack

1.3.4.6 Packet FilteringThe router that connects a network to another network is known as a border router. Oneway to mitigate the threat of IP spoofing is by inspecting packets when they the leave andenter a network looking for invalid source IP addresses. If this type of filtering wereperformed on all border routers, IP address spoofing would be greatly reduced.Outgoing filtering checks the source IP address of packets to ensure they come from a validIP address range within the internal network. When the router receives a packet thatcontains an invalid source address, the packet is simply discarded and does not leave thenetwork boundary. Incoming filtering checks the source IP address of packets that enterthe network to ensure they do not come from sources that are not permitted to access thenetwork. At a minimum, all private, reserved, and internal IP addresses should bediscarded by the router and not allowed to enter the network.
Limits of Packet FilteringPacket filtering normally may not prevent a system from participating in an attack if thespoofed IP address used could fall within the valid internal address range. However it will
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simplify the process of tracing the packets, since the systems will have to use a source IPaddress within the valid IP range of the network.Instances where you might need to disable packet filtering include:• If you want to do asymmetric routing (accepting returning packets inbound anInterface other than the outbound interface).• If the box has multiple interfaces up on the same network.• If you are using special VPN interfaces to tunnel traffic (e.g. FreeS/WAN) Anotherproblem is that many ISPs do not have the technical ability to arrange packet filtering toblock packets with spoofed source addresses. Also, packet filtering reduces equipmentperformance.
1.4 Introduction of Web Spoofing:

An Internet security attack that could endanger the privacy of World Wide Web users and the
integrity of their data. The attack can be carried out on today’s systems, endangering users of the
most common Web browsers, including Netscape Navigator and Microsoft Internet Explorer.
Web spoofing allows an attacker to create a “shadow copy” of the entire World Wide Web.
Accesses to the shadow Web are funneled through the attacker’s machine, allowing the attacker
to monitor all of the victim’s activities including any passwords or account numbers the victim
enters. The attacker can also cause false or misleading data to be sent to Web servers in the
victim’s name, or to the victim in the name of any Web server. In short, the attacker observes
and controls everything the victim does on the Web.

Web Spoofing:Web spoofing is a kind of electronic con game in which the attacker creates a convincingbut false copy of the entire World Wide Web. The false Web looks just like the real one: ithas all the same pages and links. However, the attacker controls the false Web, so that allnetwork traffic between the victim’s browser and the Web goes through the attacker.
ConsequencesSince the attacker can observe or modify any data going from the victim to Web servers, asWell as controlling all return traffic from Web servers to the victim, the attacker has manyPossibilities. These include surveillance and tampering.
Surveillance:The attacker can passively watch the traffic, recording which pages the victim visits and thecontents of those pages. When the victim fills out a form, the entered data is transmitted toa Web server, so the attacker can record that too, along with the response sent back by the
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server. Since most on-line commerce is done via forms, this means the attacker can observe
any account numbers or passwords the victim enters. As we will see below, the attacker cancarry out surveillance even if the victim has a “secure” connection (usually via SecureSockets Layer) to the server, that is, even if the victim’s browser shows the secure-connection icon (usually an image of a lock or a key).
Tampering The attacker is also free to modify any of the data traveling in either directionbetween the victim and the Web. The attacker can modify form data submitted by thevictim. For example, if the victim is ordering a product on-line, the attacker can change theProduct number, the quantity, or the ship-to address. The attacker can also modify the datareturned by a Web server, for example by inserting misleading or offensive material inorder to trick the victim or to cause antagonism between the victim and the server.
Spoofing the Whole WebYou may think it is difficult for the attacker to spoof the entire World Wide Web, but it isnot. The attacker need not store the entire contents of the Web. The whole Web is availableon-line; the attacker’s server can just fetch a page from the real Web when it needs toprovide a copy of the page on the false Web.
How the Attack WorksThe key to this attack is for the attacker’s Web server to sit between the victim and the restof the Web. This kind of arrangement is called a “man in the middle attack” in the securityLiterature.
URL RewritingThe attacker’s first trick is to rewrite all of the URLs on some Web page so that they pointto the attacker’s server rather than to some real server. Assuming the attacker’s server ison the machine www.attacker.org, the attacker rewrites a URL by addinghttp://www.attacker.org to the front of the URL.For example,http://home.netscape.com becomeshttp://www.attacker.org/http://home.netscape.com.(The URL rewriting technique has been used for other reasons by several other Web sites,including the Anonymizer and the Zippy filter. See page 9 for details.)Figure 1 show what happens when the victim requests a page through one of the rewrittenURLs. The victim’s browser requests the page from www.attacker.org, since the URL startswith http://www.attacker.org. The remainder of the URL tells the attacker’s server whereon the Web to go to get the real document.
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Figure 1: An example Web transaction during a Web spoofing attack.
The victim requests a Web page. The following steps occur:
1. The victim’s browser requests the page from the attacker’s server;
2. The attacker’s server requests the page from the real server;
3. The real server provides the page to the attacker’s server
4. The attacker’s server rewrites the page
5. The attacker’s server provides the rewritten version to the victim.

Once the attacker’s server has fetched the real document needed to satisfy the request, the
attacker rewrites all of the URLs in the document into the same special form by splicing
http://www.attacker.org/ onto the front. Then the attacker’s server provides the
rewritten page to the victim’s browser.
Since all of the URLs in the rewritten page now point to www.attacker.org, if the victim
follows a link on the new page, the page will again be fetched through the attacker’s server. The
victim remains trapped in the attacker’s false Web, and can follow links forever without leaving
it.
FormsIf the victim fills out a form on a page in a false Web, the result appears to be handledproperly. Spoofing of forms works naturally because forms are integrated closely into thebasic Web protocols: form submissions are encoded in Web requests and the replies areordinary HTML. Since any URL can be spoofed, forms can also be spoofed.When the victim submits a form, the submitted data goes to the attacker’s server. Theattacker’s server can observe and even modify the submitted data, doing whatevermalicious editing desired, before passing it on to the real server. The attacker’s server canalso modify the data returned in response to the form submission.
“Secure” connections don’t help
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One distressing property of this attack is that it works even when the victim requests apage via a “secure” connection. If the victim does a “secure” Web access ( a Web accessusing the Secure Sockets Layer) in a false Web, everything will appear normal: the page willbe delivered, and the secure connection indicator (usually an image of a lock or key) will beturned on. The victim’s browser says it has a secure connection because it does have one.Unfortunately the secure connection is to www.attacker.org and not to the place the victimthinks it is. The victim’s browser thinks everything is fine: it was told to access a URL atwww.attacker.org so it made a secure connection to www.attacker.org. The secure-connection indicator only gives the victim a false sense of security.
Starting the AttackTo start an attack, the attacker must somehow lure the victim into the attacker’s false Web.There are several ways to do this. An attacker could put a link to a false Web onto a popularWeb page. If the victim is using Web-enabled email, the attacker could email the victim apointer to a false Web, or even the contents of a page in a false Web. Finally, the attackercould trick a Web search engine into indexing part of a false Web.
1.5 Mathematical Model/State transition Diagram:

1.6 Assignment Question:1. What is IP spoofing?2. Why is IP spoofing possible?3. What is the reason to spoof an IP address?4. Can you use IP spoofing for anonymous web surfing?5. What can you do against IP spoofing?
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1.6 Conclusion:
Here we conclude that IP address get spoofed by practical implementation on Local area
Network and URL also get spoofed by Implementation.


